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Abstract: Technological advances in network security face significant challenges as the complexity of cyber attacks increases. Traditional rule-based systems are no longer adequate in detecting increasingly sophisticated threats, especially zero-day attacks and attacks that use disguise techniques. This study aims to analyze the development trends of Artificial Intelligence (AI)-based algorithms, especially machine learning and deep learning, in improving network security threat detection. This study uses a literature review method to evaluate various AI algorithms applied in security systems, such as Support Vector Machines (SVM), Random Forest, Deep Neural Networks (DNN), Convolutional Neural Networks (CNN), and Reinforcement Learning. The results of the study show that AI algorithms provide significant improvements in attack detection accuracy, adaptability to new threats, and reduction in false positive rates. Machine learning algorithms are effective in detecting classified attacks, while deep learning shows advantages in recognizing complex patterns, such as DDoS attacks and Advanced Persistent Threats (APT). In addition, the unsupervised learning approach has been shown to be able to detect anomalies in network traffic in real-time without the need for labeled data. However, challenges such as the need for high-quality data, computing resources, and the risk of adversarial attacks still hinder implementation. The conclusion of this study confirms that the application of AI in network security has the potential to overcome the limitations of conventional systems with more dynamic, accurate, and adaptive solutions to evolving attacks. Further development is needed to improve the scalability and effectiveness of AI technology in increasingly complex network environments.
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Abstrak: Kemajuan teknologi dalam keamanan jaringan menghadapi tantangan signifikan seiring dengan meningkatnya kompleksitas serangan siber. Sistem tradisional berbasis aturan tidak lagi memadai dalam mendeteksi ancaman yang semakin canggih, terutama zero-day attacks dan serangan yang menggunakan teknik penyamaran. Penelitian ini bertujuan untuk menganalisis tren pengembangan algoritma berbasis Artificial Intelligence (AI), khususnya machine learning dan deep learning, dalam meningkatkan deteksi ancaman keamanan jaringan. Penelitian ini menggunakan metode kajian literatur untuk mengevaluasi berbagai algoritma AI yang diterapkan dalam sistem keamanan, seperti Support Vector Machines (SVM), Random Forest, Deep Neural Networks (DNN), Convolutional Neural Networks (CNN), dan Reinforcement Learning. Hasil penelitian menunjukkan bahwa algoritma AI memberikan peningkatan yang signifikan dalam akurasi deteksi serangan, kemampuan adaptasi terhadap ancaman baru, serta pengurangan tingkat false positives. Algoritma machine learning efektif untuk mendeteksi serangan terklasifikasi, sedangkan deep learning menunjukkan keunggulan dalam mengenali pola kompleks, seperti serangan DDoS dan Advanced Persistent Threats (APT). Selain itu, pendekatan unsupervised learning terbukti mampu mendeteksi anomali pada trafik jaringan secara real-time tanpa memerlukan data berlabel. Meskipun demikian, tantangan seperti kebutuhan data berkualitas tinggi, sumber daya komputasi, dan risiko adversarial attacks masih menjadi kendala implementasi. Kesimpulan dari penelitian ini menegaskan bahwa penerapan AI dalam keamanan jaringan berpotensi mengatasi keterbatasan sistem konvensional dengan solusi yang lebih dinamis, akurat, dan adaptif terhadap serangan yang berkembang. Pengembangan lebih lanjut diperlukan untuk meningkatkan skalabilitas dan efektivitas teknologi AI dalam lingkungan jaringan yang semakin kompleks.
Kata kunci: deteksi anomali; kecerdasan buatan; pembelajaran mendalam; pembelajaran 

                      mesin; keamanan jaringan; serangan nol hari.
INTRODUCTION
Along with the rapid development of information and communication technology, threats to computer systems and networks have also become increasingly diverse and complex. Global dependence on digital technology—across the business sector, government, and society—makes data and information highly valuable assets. Therefore, protecting this data has become a top priority in managing network security systems. However, although various efforts have been made to enhance this level of protection, attacks on network systems, especially those involving malware, ransomware, and Distributed Denial of Service (DDoS), continue to increase in frequency, scale, and sophistication of the methods used by attackers [1; 2]. This phenomenon poses a major challenge for network managers and administrators in maintaining reliable security systems. Traditional network security, which relies on conventional hardware and software such as firewalls, intrusion detection systems (IDS), and intrusion prevention systems (IPS), shows limitations in identifying increasingly dynamic and complex threats. These systems typically operate based on predefined rules, which makes them ineffective at detecting unknown threats (zero-day threats) or evolving attack patterns [3; 4].

In addition, with the development of technologies such as cloud computing, the Internet of Things (IoT), and edge computing-based systems, the attack surface has widened and become more difficult to monitor. For example, IoT devices connected to networks provide new opportunities for attackers to exploit vulnerabilities [5]. The increasing complexity and scale of these threats require a new approach to network security management—one that is more proactive, adaptive, and capable of dynamically addressing threats.

In recent years, artificial intelligence (AI) has emerged as a potential solution to strengthen network security systems. AI, which encompasses techniques such as machine learning, deep learning, and reinforcement learning, enables systems to learn and adapt to new attack patterns. Compared to traditional approaches that rely on predefined rules, AI allows systems to automatically recognize and respond to threats without the need for manual intervention. This technology has proven to improve intrusion detection and attack response in a more efficient and accurate manner [6]. For example, machine learning algorithms can analyze unusual network traffic patterns and detect suspicious activity that traditional systems may fail to identify.

One of the main advantages of implementing AI in network security is its ability to handle large and diverse volumes of data. Data from various sources, such as network logs, sensor data, and IoT devices, can be analyzed in real time to detect patterns that indicate an attack or potential threat [7; 8]. Methods such as supervised learning allow systems to be trained using labeled data to recognize previously known attacks, while unsupervised learning can detect previously unrecognized anomalous patterns [9]. Additionally, deep learning approaches, which use artificial neural networks with multiple layers, can improve attack detection accuracy by utilizing complex and deep feature representations.

However, while AI has great potential to strengthen network security, its implementation is not without challenges. One of the biggest challenges is the interpretability and transparency of AI models, particularly those based on deep learning. Many AI algorithms, especially those involving deep neural networks, are often considered “black boxes” because it is difficult to understand how they make decisions [10]. This can be a significant problem, particularly in security and privacy contexts, where decisions made by systems must be explainable and accountable. For example, in a network security system handling sensitive data, it is essential to ensure that every detection or response to a threat can be understood and validated by administrators to avoid false positives that may disrupt operations or cause financial losses.

Moreover, applying AI in network security faces challenges related to limited computing resources. Processing the large amounts of data required to train AI models and detect attacks often demands sophisticated and expensive infrastructure. This poses a barrier for many organizations, especially those lacking the computing capacity to maximize AI's potential. On the other hand, while AI enhances threat detection and response, attackers can also leverage AI to develop more sophisticated attack techniques [11]. Therefore, further research is needed to develop more efficient, reliable, and secure AI algorithms to counter increasingly diverse threats.

The main objective of this paper is to provide an in-depth review of current trends in the application of artificial intelligence to improve network security systems. This paper will discuss various AI techniques used for intrusion detection, attack prevention, and security risk management in distributed and connected environments. Additionally, it aims to identify ongoing challenges in implementing this technology, particularly regarding model interpretability, resource constraints, and ethical issues related to data privacy and security. Through this literature review, we aim to provide better insights into how artificial intelligence can enhance the effectiveness and resilience of network security systems amidst evolving threats. This paper is expected to make a significant contribution to the development of more sophisticated and adaptive security solutions while laying a foundation for further research in this field.

The main problem explored in this research is how artificial intelligence-based algorithms can be used to strengthen network security systems in response to increasingly complex and dynamic cyber threats. The focus of this research is to explore various machine learning and deep learning techniques used to detect and prevent attacks while identifying challenges in implementing AI models in larger and more distributed security systems. This research will also discuss AI's potential in detecting unknown attacks (zero-day attacks) and providing automatic and proactive responses.
METHOD
This study adopts a literature review approach to analyze the application of artificial intelligence (AI) in network security, which has grown rapidly in recent years. This method was chosen because of its ability to provide a comprehensive understanding of various academic sources, research articles, and reports related to network security and AI. By utilizing this approach, the study aims to identify current trends, understand emerging challenges, and explore potential solutions in the development of AI-based security systems. Broadly speaking, this literature review focuses on two main aspects: first, how artificial intelligence techniques are applied to enhance threat detection and prevention systems in computer networks, and second, the challenges faced in implementing AI technology in real-world contexts, particularly in increasingly complex and distributed networks.

The first step in this study is identifying relevant literature related to the research topic. This process begins with a search for sources that discuss key topics such as machine learning, deep learning, and their applications in network security systems. The search was conducted using leading international journal databases, such as IEEE Xplore, SpringerLink, ScienceDirect, and Google Scholar, focusing on articles published in the last five years (2018–2023) to ensure the relevance and timeliness of scientific developments in this field. Some of the keywords used in the literature search include: network security, artificial intelligence for cybersecurity, machine learning in intrusion detection, deep learning for network anomaly detection, AI-based security solutions, and challenges in AI-based network security. From the search results, the most frequently cited and influential articles were selected for further analysis.

The second step involves analyzing the existing literature to understand how AI algorithms—particularly machine learning and deep learning—are applied to detect and identify various network threats. Specifically, this study focuses on the application of AI in detecting malware, DDoS attacks, phishing attacks, and other network anomalies. These techniques have proven to detect previously unknown attack patterns with higher accuracy compared to conventional rule-based methods.

Machine learning, as one of the primary techniques discussed, enables systems to learn from historical data and generate models that can predict and detect threats with greater accuracy. Various machine learning methods, such as classification, regression, and clustering, have been applied in intrusion detection systems to analyze network traffic data. Algorithms such as K-Nearest Neighbors (KNN), Support Vector Machines (SVM), and Random Forests allow systems to identify attacks based on specific features in network traffic. Meanwhile, deep learning—a branch of machine learning that utilizes multi-layered artificial neural networks—processes large and complex data. In network security, deep learning techniques such as Convolutional Neural Networks (CNN) and Recurrent Neural Networks (RNN) are widely used to detect highly intricate patterns, such as those seen in malware-based attacks, which often hide behind non-linear data and evade detection by traditional algorithms [12]. Additionally, unsupervised learning and reinforcement learning are increasingly applied to identify anomalies or previously undetected attacks. These techniques enable systems to recognize patterns or anomalies not explicitly labeled in training data, which is crucial for addressing new or "zero-day attacks."

The third step explores the challenges in applying AI to network security. While AI-based threat detection has shown promising results, several practical and technical challenges remain. One of the biggest challenges is the reliability and interpretability of AI models, particularly those based on deep learning [13]. Many deep learning models, although highly accurate, are often regarded as "black boxes," meaning their decision-making processes are difficult to interpret. This lack of transparency poses significant risks, especially when managing sensitive data, as decisions related to security and privacy must be explainable and accountable. Another challenge is the limitation of computing resources, especially when deploying models that require substantial computational power. Training deep learning models, for instance, is time-consuming and demands significant hardware resources. As a result, implementing AI in large-scale network security systems often raises concerns about scalability and efficiency [14].

The fourth step focuses on potential solutions to address these challenges. Recent research has aimed to develop more efficient and explainable algorithms, such as Explainable AI (XAI), which makes AI models more transparent and understandable to humans. By employing XAI techniques, AI systems can provide clearer explanations of their decision-making processes, which is critical in the context of data security and privacy. Furthermore, this study highlights hybrid approaches that combine multiple AI techniques to improve threat detection effectiveness. For example, integrating machine learning and deep learning with methods such as fuzzy logic or genetic algorithms can enhance the resilience of security systems against increasingly sophisticated threats [15].

The fifth step evaluates the real-world applications of AI technology through industrial case studies. Many large organizations and government agencies have begun adopting AI-based network security systems. These case studies provide valuable insights into the successes and challenges encountered in practical implementations, offering best practices for organizations looking to adopt AI technology for network security.

Using this comprehensive literature review approach, the study not only aims to present an overview of the latest trends in AI applications for network security but also to identify and analyze existing challenges while offering recommendations for further advancements in this field. This study is expected to contribute to strengthening defenses against evolving cyber threats and provide valuable insights for future research.
RESULT AND DISCUSSION
AI Algorithm Development Trends in Network Security
Based on the results of the study, it was found that artificial intelligence, particularly machine learning and deep learning, now plays an increasingly significant role in the development of network security systems. AI algorithms have been successfully applied to enhance the ability to detect network threats, including malware attacks, Distributed Denial of Service (DDoS), and other complex intrusions.

Support Vector Machines (SVM) and Random Forest algorithms were found to exhibit high capabilities in classifying and detecting attacks hidden within large volumes of network data. By applying these techniques, systems can recognize anomalous patterns that may not be detected by traditional rule-based systems.

In addition, the implementation of Deep Neural Networks (DNN) and Convolutional Neural Networks (CNN) in intrusion detection has shown promising results, particularly in processing complex data, such as unusual network traffic patterns and decentralized malware attacks. These deep learning-based AI algorithms are capable of identifying threats with highly complex patterns that require substantial data processing.

The study also revealed that the use of unsupervised learning in anomaly detection has grown rapidly. This technique, which does not require labeled data, enables systems to detect previously unknown attacks. This is especially crucial given the increasing number of new attacks employing previously unidentified techniques.
Use of AI in Malware and DDoS Attack Detection
One of the key findings of the study is that AI can detect and prevent malware and DDoS attacks more effectively than traditional approaches. By utilizing clustering and deep learning algorithms, systems can automatically identify anomalies in network data and detect potential attacks as they occur.

Autoencoder algorithms, a subset of deep learning, have proven effective in identifying and mitigating malware attacks. Using this technique, systems can learn normal traffic patterns and recognize anomalies that indicate malicious activity. In many cases, autoencoders can detect attacks before they spread further across the network.

For more complex DDoS attacks, the use of Recurrent Neural Networks (RNNs), particularly Long Short-Term Memory (LSTM) networks, has been found to be highly effective in analyzing real-time data. With their ability to process long-term sequences of data, RNN-based systems can detect DDoS attack patterns that develop gradually and are often difficult to identify with conventional systems

Deep Learning for Network Traffic Analysis
Another important finding is that deep learning algorithms, such as CNN and DNN, have been widely applied to automatically analyze and classify network traffic. The advantage of these algorithms lies in their ability to extract features from very large and complex datasets without requiring time-consuming manual processing.

In this context, the application of CNN in attack detection systems enables the model to automatically recognize patterns in unstructured data, such as data packet flows, which were previously difficult to detect using traditional methods. CNNs are also highly effective in analyzing visual data, such as in image processing of packet captures (PCAP) that depict network traffic.

The application of Deep Reinforcement Learning (DRL) has also demonstrated significant results in optimizing network defense systems. With DRL, the system learns from continuous interactions with the network environment and adjusts its response to threats based on feedback provided by the system. This capability allows the system to continuously optimize defense strategies, thereby increasing the effectiveness of attack detection and mitigation

The Use of AI Techniques in Cloud and IoT Based Security Systems

In addition to traditional networks, AI has also been applied in cloud-based security systems and the Internet of Things (IoT). In both contexts, the primary challenge lies in managing the huge volume of data and the variability of connected devices.

In cloud-based systems, AI is used to monitor and analyze data from various sources, providing more effective threat detection and response.

In the IoT environment, where devices are interconnected and constantly exchange data, AI is applied to monitor and detect compromised devices or suspicious activities. Machine learning algorithms in IoT security systems can learn from the data generated by connected devices and identify potential threats based on unusual communication patterns between devices.

1.1 Performance Analysis and Effectiveness of AI Algorithms in Network Security
During this study, it was found that although AI-based algorithms offer significant improvements in threat detection and attack response, several challenges remain regarding their performance and effectiveness. For instance, the application of deep learning in attack detection often requires large computational power and vast amounts of data to effectively train the model. Additionally, some AI algorithms, such as ensemble learning, while offering better performance, still require further optimization to operate efficiently in large distributed networks. This challenge is compounded by the need to filter false positives, which frequently occur in the threat detection process.

Challenges and Obstacles in Applying AI to Network Security
The results of this study also reveal several challenges in the application of AI to network security. One significant issue is overfitting, where the AI model learns too much from the training data and fails to generalize effectively to new data. This often results in decreased accuracy when detecting previously unseen threats. Another major concern is the issue of data dependence, as AI algorithms rely heavily on the availability and quality of training data. In some cases, a lack of high-quality data can significantly impact the model's effectiveness in detecting threats.
DISCUSSION

The Role of AI Algorithms in Improving Network Security
Based on the findings, the application of artificial intelligence (AI)-based algorithms in network security systems has significantly improved the ability to detect threats. Machine learning and deep learning have revolutionized the paradigm of network security, shifting from static, rule-based approaches to systems that can adapt and learn from existing data. The effectiveness of these methods, particularly in detecting unknown attacks (zero-day attacks), is highly relevant given the increasing reliance on obfuscation techniques and the development of new attack methods that conventional systems fail to detect.

Machine Learning: Better Detection Capabilities
One of the main findings of this study is the effectiveness of Support Vector Machines (SVM) and Random Forest algorithms in classifying and detecting attacks. By utilizing large training datasets, these algorithms can recognize patterns that were previously undetectable by rule-based systems. SVM, which operates by separating data in a vector space, has proven effective in handling imbalanced datasets. For instance, a study demonstrated the successful use of SVM in detecting DDoS attacks with a higher level of accuracy compared to traditional methods. Similarly, another study highlighted the success of Random Forest in analyzing network traffic and detecting phishing attacks [16]. The system built using Random Forest produced more stable results when handling varying datasets.

Deep Learning: A More Sophisticated Approach
On the other hand, the application of Deep Neural Networks (DNN) and Convolutional Neural Networks (CNN) algorithms in intrusion detection has shown highly promising results in processing complex data, such as unusual network traffic patterns and decentralized malware attacks. These deep learning-based AI algorithms can identify threats with intricate patterns that require deeper data processing compared to traditional approaches. A research demonstrated that CNN can be effectively applied to process image or visual data related to network traffic, enabling the detection of potential threats with a higher level of accuracy [17]. Similarly, a study found that DNN can identify previously unknown attack patterns in Advanced Persistent Threats (APT)—a type of attack often characterized by highly sophisticated and adaptive obfuscation techniques [18].
Advantages of AI-Based Approaches Compared to Conventional Approaces

Overall, the application of AI in network security systems offers several advantages over conventional methods. One key advantage is AI's ability to recognize patterns that are undetectable by rule-based systems. In conventional systems, threat detection typically relies on predefined rules and patterns, making these systems vulnerable to new attacks that do not conform to existing rules.

In contrast, AI-based systems, which can learn from data, are able to adapt to evolving threats and identify unexpected patterns. Research demonstrated that the use of deep learning in Intrusion Detection Systems (IDS) enables faster and more accurate detection when analyzing dynamic and changing network traffic [19]. Similarly, a study confirmed that AI algorithms achieve lower false positive rates, making network security systems more responsive and efficient [20].
The Role of Unsupervised Learning Algorithms in Anomaly Detection
One of the most notable findings of this study is the application of unsupervised learning in anomaly detection. This approach enables systems to detect attacks without the need for labeled training data. In other words, the system can recognize new, previously unknown threats by learning normal patterns in network traffic data. Algorithms such as Autoencoders and Isolation Forest have been widely applied in anomaly detection for network systems, as demonstrated by Zhang et al and Liu et al [21]. Both algorithms have proven effective in recognizing unusual patterns and detecting intrusions in real time.

However, one of the main challenges faced by unsupervised learning-based approaches is the issue of parameter tuning and the interpretation of results. Nonetheless, with advancements in computing technology and the use of AI explainability tools, unsupervised learning-based systems are becoming easier to implement and adapt, improving their overall effectiveness in threat detection.

Overall, the application of AI-based algorithms in network security systems has yielded highly positive results [22]. Machine learning algorithms, such as SVM and Random Forest, have proven to be highly effective in detecting attacks across large and varied network traffic. On the other hand, deep learning-based algorithms offer advanced capabilities for addressing more complex attacks, such as Advanced Persistent Threats (APTs) and attacks utilizing sophisticated disguises.

The application of unsupervised learning also opens up new opportunities for detecting previously unknown threats, although challenges in parameter setting and result interpretation persist [23]. As technology continues to advance, AI-based systems are expected to become increasingly capable of addressing the sophisticated and dynamic threats in cyberspace.
CONCLUSION
Based on the results and discussion, this study found that AI algorithms, particularly those based on machine learning and deep learning, are highly effective in enhancing threat detection capabilities within network security systems. Algorithms such as Support Vector Machines (SVM), Random Forest, and Deep Neural Networks (DNN) have demonstrated a higher level of accuracy in detecting attacks compared to traditional rule-based systems. These algorithms are especially effective in detecting increasingly sophisticated DDoS, malware, and intrusion attacks, enabling security systems to learn and adapt to previously unknown threats (zero-day attacks).

The use of deep learning with artificial neural networks, such as Convolutional Neural Networks (CNN), has shown highly promising results in processing more complex data, including network traffic patterns and hidden malware attacks. Moreover, the application of unsupervised learning and reinforcement learning has demonstrated that AI-based security systems can recognize new attack patterns that were not present in historical data. This significantly enhances anomaly detection approaches, making them more effective at identifying unforeseen threats.

Therefore, the integration of AI provides a relevant and dynamic solution for improving network security systems, making them more adaptive and responsive to a wide range of threats. Overall, the findings of this study indicate that AI algorithms have tremendous potential to strengthen network security systems and deliver more accurate and adaptive threat detection solutions. However, challenges related to implementation, scalability, and the need for larger, more representative training datasets remain key considerations for future development. To achieve optimal solutions, the integration of AI into network security systems must be approached carefully and supported by further research-based advancements.
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