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Abstract: The use of QR Codes in academic settings has increased with the digitization of 
attendance systems, but it has also introduced potential abuse in the form of quishing attacks 
(QR phishing). Previous studies have mainly focused on user behavior, while forensic analysis 
of digital artifacts as evidence is still limited. This study aims to conduct a forensic analysis of 
browser artifacts resulting from interactions with dangerous QR Codes at Aisyiyah University 
Yogyakarta using the framework of the National Justice Institute (NIJ). Six investigation 
parameters are defined: domain identification, endpoint identification, identification of 
supporting resources, visualization of image artifacts, timestamp correlation, and HTML 
reconstruction. Data is obtained from the Google Chrome profile directory and analyzed using 
Autopsy, focusing on Web Cache, Browser History, and Cookies artifacts. The results showed 
that five parameters were successfully identified with an investigation success rate of 83.3%, 
while HTML reconstruction could not be fully achieved due to cache limitations. These findings 
show that Web Cache artifacts provide evidentiary value in the forensic investigation of QR 
Code-based attacks. Future research should focus on improving full-page reconstruction 
techniques. 
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Abstrak: Penggunaan Kode QR di lingkungan akademik telah meningkat seiring dengan 
digitalisasi sistem absensi, tetapi juga menimbulkan potensi penyalahgunaan dalam bentuk 
serangan phishing (QR phishing). Studi sebelumnya sebagian besar berfokus pada perilaku 
pengguna, sementara analisis forensik artefak digital sebagai bukti masih terbatas. Studi ini 
bertujuan untuk melakukan analisis forensik artefak browser yang dihasilkan dari interaksi 
dengan Kode QR berbahaya di Universitas 'Aisyiyah Yogyakarta menggunakan kerangka kerja 
Lembaga Kehakiman Nasional (NIJ). Enam parameter investigasi didefinisikan: identifikasi 
domain, identifikasi titik akhir, identifikasi sumber daya pendukung, visualisasi artefak gambar, 
korelasi stempel waktu, dan rekonstruksi HTML. Data diperoleh dari direktori profil Google 
Chrome dan dianalisis menggunakan Autopsy, dengan fokus pada artefak Cache Web, Riwayat 
Browser, dan Cookie. Hasil menunjukkan bahwa lima parameter berhasil diidentifikasi dengan 
tingkat keberhasilan investigasi sebesar 83,3%, sementara rekonstruksi HTML tidak dapat 
sepenuhnya dicapai karena keterbatasan cache. Temuan ini menunjukkan bahwa artefak Cache 
Web memberikan nilai bukti dalam investigasi forensik serangan berbasis Kode QR. Penelitian 
selanjutnya harus fokus pada peningkatan teknik rekonstruksi halaman penuh.  
 
Kata kunci: forensik peramban; artefak digital; NIJ; quishing; web cache 
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INTRODUCTION 

 

The development of digital 
technology encourages the use of QR 

Codes in various information-based 
service systems, including in the 

academic environment. The application 
of QR Codes in the attendance system 
has been proven to increase the 

efficiency and accuracy of attendance 
recording [1]. At Aisyiyah University 

Yogyakarta, QR Codes are used as a 
mechanism for lecture attendance, so 
that scanning activities become part of 

the student's academic process. 
The technical characteristics of 

QR Codes allow abuse in the form of 
quishing attacks (QR phishing), where 
users can be redirected to malicious 

pages without realizing it [2][3]. 
Previous research has shown that users 

are more likely to access scanned links 
without advanced verification [4][5]. 
and the ease of creating QR Codes 

increases the potential for malicious 
link insertion [6][7]. 

Previous research has 
extensively addressed the threat of 
quishing in public spaces and public 

environments [8][9], as well as 
emphasizing aspects of security and 

user behavior [10][11]. However, the 
analysis of digital artifacts after 
interaction with malicious QR Codes is 

still limited, especially in the context of 
an academic environment. This shows 

that there is a research gap in the use of 
digital artifacts as the basis for forensic 
evidence. 

D In this study, it was found that 
an unofficial QR Code was used as a 

media presence within Aisyiyah 
University of Yogyakarta. The search 
results show that the QR Code is not 

registered as the official campus system, 
thus indicating potential misuse and 

becoming the basis for a forensic 

investigation into the Google Chrome 
browser artifact. 

Browser artifacts such as 

browser history, Web Cache, and 
cookies can be used to reconstruct 

access activity based on domain, 
endpoint, and timestamp correlations 
[12][13]. Web Cache stores the 

responses of pages and resources loaded 
by the browser, thus allowing the 

identification of content that has been 
accessed. Based on this, this study aims 
to analyze browser digital artifacts to 

identify access traces and reconstruct 
the chronology of activities. This 

research contributes by showing that 
Web Cache artifacts can be used as 
forensic evidence as well as proposing 

browser artifact-based investigative 
parameters in the case of quishing. 

 
 

METHODS 

 

This study uses the National 

Institute of Justice (NIJ) framework 
which consists of the stages of 
Preparation, Collection, Examination, 

Analysis, and Reporting [14][15]. This 
method is used to analyze digital 

artifacts in the Google Chrome browser 
generated after phishing QR Code 
access in the Aisyiyah University of 

Yogyakarta environment. 
 

 
Figure 1. NIJ Method 

 

Preparation 

In the preparation stage, the 
analyzed artifacts are determined, 

namely browser history, Web Cache, 
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and cookies, as well as six investigation 

parameters: domain identification, 
endpoints, supporting resources, image 
artifact visualization, timestamp 

correlation, and HTML reconstruction 
[13]. 

 
Collections 

The collection stage is carried 

out by duplicating the Google Chrome 
profile directory to generate a working 

copy, then verifying using a hash to 
maintain data integrity. 

 

Examination 

The examination stage is 

performed using Autopsy with a focus 
on Web Cache to identify domains, 
endpoints, resources, and access 

timestamps. 
 

Analysis 

The analysis stage is done 
through domain, endpoint, and 

timestamp correlation to compile the 
sequence of access activities and 

identify the resources that are loaded. 
The chronological reconstruction is the 
result of the analysis and does not 

include the investigation parameters. 
 

Reporting 

This stage documents the results 
of the investigation in the form of 

screenshots of artifacts, tables of 
findings, and chronological 

reconstruction of access. This report is 
compiled based on the identified digital 
artifacts without adding assumptions 

outside of the data. 
 

 
RESULTS AND DISCUSSION 
 

This section presents the results 
of the Google Chrome browser artifact 

analysis based on NIJ stages for 

phishing QR Code access. 
 

Preparation 
The preparation establishes the 

scope of the investigation by 

determining the analyzed artifacts, 
namely Browser History, Web Cache, 
and Cookies in the Google Chrome 

profile directory, as well as the use of 
Autopsy as an analysis tool and 

Windows PowerShell for verification of 
integrity through hash values. 
Separation between the original data 

and the working copy is done to 
maintain the integrity of the artifacts 

during the analysis process, with the 
configuration of this stage summarized 
in Table 1. 

Table 1. Stage Configuration  
Preparation. 

Components Remarks 

Digital Artifacts 
Browser History, Web 

Cache, Cookies 

Target Apps 
Google Chrome (Default 

Profile) 

Artifact Source 

Location 

Chrome Profile Directory on 

Windows 

Tool Analysis Autopsy 

Integrity 

Verification 

Tool 

Windows PowerShell (Get-

FileHash SHA-256) 

Objectives of 

the Preparatory 

Stage 

Establish scope and maintain 

the integrity of artifacts prior 

to acquisition 

 

Collections 

The collection stage is done by 

duplicating the Google Chrome profile 
directory to generate a working copy, 

while the original data is retained. The 
integrity of the data is verified using the 
SHA-256 algorithm, where the 

similarity of the hash value between the 
original and duplicate data indicates no 

change during the acquisition process 
Table 2. 
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Examination 
 The examination stage was 

carried out using Autopsy with a focus 
on analyzing Web Cache artifacts to 

identify domains, endpoints, resources, 
and timestamps related to phishing QR 

Code access activities. The results of 
the analysis show the presence of the 
target domain along with the 

/Login/dashboard  endpoint with the 
access time recorded in the system, 

which is further presented in Figure 2 
and Table 3. 
 

Analysis Domain and Endpoint 

Identification 
The results of the analysis show 

that the browser accesses the primary 
domain and navigates to  the 

/Login/dashboard endpoint in a single 
consistent session based on timestamp 

correlation Table 4. 
 

HTML Reconstructing Efforts 

The cache file (data_1) is stored 
in application/octet-stream format, 

making the HTML structure unreadable. 
This shows that HTML is not stored in 
full text form, with the results of the 

analysis presented in Figure 3 and Table 
2. 

Table 2. Analyze cache endpoint files. 
Parameters Results 

Cache File Name data_1 

Artifact Location Cache/Cache_Data 

Related Endpoints /Login/dashboard 

MIME Types 
Applications/ octet 

Flow 

File Size 794.624 bytes 

Storage Format 
Compressed binary 

data 

Readable HTML 

Structure 
No 

Reconstruction of the 

Whole Scene 
Not doable 

Visual Evidence of Cache Artifacts 

The cached artifact successfully 

displays the institution's logo image file 
through  the  View Cached File feature, 
which indicates that the page has been 

loaded by the browser. 

 

Figure 2. Visualization of logos from 
cache 

Access Chronological Reconstruction 

The correlation of domains, 
resources, and timestamps shows the 

sequence of activities in a single 
consistent access session, as 

summarized in Table 6. 
 

Limitations of Reconstruction 

The cache files associated with 
the endpoint are stored in the 

application/octet-stream, so that the 
HTML structure cannot be 
reconstructed in its entirety, the 

technical characteristics of the cached 
file are summarized in Table 3. This is 

in line with modern browser caching 
mechanisms that do not always 
maintain HTML structures in the form 

of open text [13]. 
Table 3. Technical Parameters  

File cache. 
Parameters Results 

File Name data_1 

Artifact Location Cache/Cache_Data 

Related Endpoints /Login/dashboard 

MIME Types 
Applications/Octete 

stream 
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Reporting 

The Reporting Stage presents 
the final results of the investigation 
based on the National Institute of 
Justice (NIJ) method. Web Cache 

artifact analysis successfully identifies 
domains, endpoints, supporting 

resources, and access activity based on 
timestamps, and image visualization 

shows that the page has been loaded by 

the browser. However, HTML structure 
reconstruction cannot be done in its 
entirety due to the limitations of the 

caching mechanism. A summary of the 
process and findings of the investigation 

are presented in Table 4. 

 

 

Figure 4. Identify Web Cache artifacts. 

 

Figure 5. File Cache (data_1) 

Table 2. Verify the integrity of artifacts 
Data Components Algorithm Hash Value (SHA-256) Remarks 

Original Data SHA-256 
F2B8C2293BDDA6E338A44B6F733B 

9B351BE9B2F2A7F2D2C4E9A86BACC3DA 
Identical 

Duplicate Data SHA-256 
F2B8C2293BDDA6E338A44B6F733B 

9B351BE9B2F2A7F2D2C4E9A86BACC3DA 
Identical 
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Table 6. Web Cache Identification. 
Artifact Types Domain Endpoints/Resources  Timestamps 

Home presensiunisa.perisai.web.id / 15:29:09 
Endpoints presensiunisa.perisai.web.id /Login/dashboard 15:29:28 

CSS cdn.jsdelivr.net bootstrap.min.css 15:29:09 

Script cdn.jsdelivr.net bootstrap.bundle.min.js 15:29:09 

Image presensiunisa.perisai.web.id logo_unisa.jpg 15:29:09 

 
Table 7. Domain and endpoint correlation.

Domain Full URL 
Endpoint

s 

Timestamp 

(WIB) 

Activity 

Indications 

presensiunisa.p

erisai.web.id 

https://presensiunisa.perisai.we

b.id/ 
/ 15:29:09 

Access the main 

page 

presensiunisa.p

erisai.web.id 

https://presensiunisa.perisai.we

b.id/Login/dashboard 

/Login/dashb

oard 
15:29:28 

Advanced 

navigation 

system 

cdn.jsdelivr.net 
https://cdn.jsdelivr.net/.../boots

trap.min.css 

CSS 

Resources 
15:29:09 

Call a support 

resource 

cdn.jsdelivr.net 
https://cdn.jsdelivr.net/.../boots

trap.bundle.min.js  

Resource 

Scripts 
15:29:09 

System script 

loaded 

Table 8. Access Chronological Reconstruction Based on cached web artifacts 
Digital Artifacts Activity Indications Timestamp (WIB) 

Access the primary domain 

Browser accesses the scan 

results page 

QR code 

 

15:29:09 

CSS & JavaScript Files 

Page support resources 

loaded by 

Browser 

 

15:29:09 

Institutional logo image file 

Visual elements of the page 

are stored in 

Cache 

15:29:09 

Endpoint /Login/dashboard 
Advanced navigation to 

system pages 
15:29:28 

 

Table 9. Process summary and Investigative Findings 
NIJ Rate Process  Artifacts Analyzed Findings  

Preparation 
Determination of artifacts 

& tools 
History, Cache, Cookies 

The scope of the investigation 

is established 

Collections 
Duplicate & hash 

verification 
Chrome director profile Data integrity is maintained 

Inspection 
Cache artifact 

identification 
Web Cache 

Domain, endpoint, timestamp 

found 

Analysis Artifact correlation 
Domains, resources, 

timestamps 

Timeline access was 

successfully created 

Analysis 

(Visual) 
Cache visualization Image files Pages are proven to load 

Analysis 

(HTML) 
Cache file extraction data_1 

HTML cannot be 

reconstructed 
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CONCLUSION 

 

This research shows that Web 
Cache artifacts in the Google Chrome 

browser can be used as a basis for 
evidence in the forensic investigation of 

QR Code-based quishing attacks. Using  
the National Institute of Justice (NIJ) 
method, a reconstruction of access 

activity is constructed through the 
correlation of domains, endpoints, 

resources, and timestamps. Of the six 
investigation parameters, five were 
successfully verified domain 

identification, endpoints, supporting 
resources, image artifact visualization, 

and timestamp correlation with an 
83.3% success rate, while HTML 
reconstruction was unsuccessful due to 

caching mechanisms. These results 
confirm that the browser artifacts are 

sufficient for proof. Further research is 
directed at the development of HTML 
reconstruction and cross-device and 

browser analysis. 
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