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Abstract: The growing intensity of cyber attacks, marked by rapid, large-scale, automated, and 
adaptive execution, requires analytical methods that represent the diversity of network environ-
ments, including variations in target platforms such as IoT, traditional networks, and hybrid in-
frastructures. This study compares machine learning models for cyber attack classification under 
heterogeneous environmental conditions and formulates a conceptual optimization framework 
based on model performance. Four publicly available benchmark datasets were used, namely 
UNB CIC IoT 2023, UNB CIC IDS-2018, UNSW-NB15, and a Kaggle cyber security attacks 
dataset, comprising approximately 40,000 to over 3.6 million records and 25 to 80 features 
across IoT, conventional, and mixed network environments. Random Forest, XGBoost, Multi-
layer Perceptron, and Transformer were implemented within a unified pipeline involving pre-
processing, feature selection, and Bayesian Optimization-based hyperparameter tuning. All 
models achieved F1-score and Cohen's Kappa above 96%, with XGBoost performing best 
(97.80%, 97.26%), followed by Random Forest (97.78%, 96.96%) and Transformer (97.44%, 
96.82%), while MLP scored lowest (96.74%, 96.00%), a gap below one percentage point. Con-
fusion matrix analysis revealed persistent misclassification in minority and overlapping attack 
classes, informing a proposed adaptive cyber attack simulation optimization framework. 
  
Keywords: cyber attacks; optimization; machine learning; environmental variability. 

 
 

Abstrak: Meningkatnya intensitas serangan siber yang berlangsung cepat, masif, otomatis, dan 
adaptif menuntut pendekatan analitis yang merepresentasikan keragaman lingkungan jaringan, 
termasuk perbedaan karakteristik platform sasaran seperti Internet of Things (IoT), jaringan 
konvensional, dan infrastruktur hibrida. Penelitian ini membandingkan model machine learning 
untuk klasifikasi serangan siber pada kondisi lingkungan heterogen, sekaligus menyusun 
kerangka optimasi konseptual berdasarkan performa model. Empat dataset benchmark publik 
digunakan, yaitu UNB CIC IoT 2023, UNB CIC IDS-2018, UNSW-NB15, serta dataset Kaggle 
cyber security attacks, dengan jumlah data berkisar 40.000 hingga lebih dari 3,6 juta rekaman 
dan 25 sampai 80 fitur, mewakili lingkungan IoT, konvensional, dan campuran. Random Forest, 
XGBoost, Multilayer Perceptron, dan Transformer diimplementasikan melalui pipeline terpadu 
mencakup pra-pemrosesan, seleksi fitur, dan optimasi hyperparameter berbasis Bayesian 
Optimization. Seluruh model mencapai F1-score dan Cohen's Kappa di atas 96%, dengan 
XGBoost menunjukkan performa terbaik (97,80%, 97,26%), diikuti Random Forest (97,78%, 
96,96%) dan Transformer (97,44%, 96,82%), sementara MLP mencatat skor terendah (96,74%, 
96,00%), dengan selisih kurang dari satu poin persentase. Analisis confusion matrix 
mengungkap misklasifikasi yang konsisten pada kelas minoritas dan serangan dengan 
karakteristik serupa, yang menjadi dasar kerangka optimasi simulasi serangan siber adaptif yang 
diusulkan.  
 
Kata kunci: serangan siber; optimasi; machine learning; variabilitas lingkungan. 
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INTRODUCTION 

 

The rapid advancement of infor-
mation and communication technologies 

has led to increasingly complex digital 
ecosystems, in which both public and 

private sectors rely heavily on cyber in-
frastructure as a core component of their 
operations [1], [2]. This growing depend-

ence has been accompanied by a signifi-
cant escalation of cybersecurity threats 

[3]. The Check Point Security Report 
2024 indicates that the education and re-
search sectors are among the most target-

ed, experiencing on average more than 
2,000 attack attempts per institution per 

week [4]. 
This situation is further intensi-

fied by the increasing speed and automa-

tion of modern cyber attacks [5], [6]. Au-
tomated attack mechanisms enable large-

scale intrusion attempts within seconds 
[7]. Such attack efficiency is strongly in-
fluenced by environmental variability, 

across heterogeneous environments such 
as conventional and IoT systems [8], [9], 

[10]. Each environment exhibits distinct 
vulnerability characteristics, making at-
tack success highly dependent on the at-

tacker’s ability to adapt strategies to het-
erogeneous system conditions [11], [12]. 

These dynamics underscore the 
need for optimization in cyber attack 
simulation modeling, as non-optimized 

simulations may fail to represent adaptive 
and environment-dependent threats accu-

rately [13]. From an academic perspec-
tive, such optimization serves to 
strengthen cyber defense by enabling 

more realistic and representative simula-
tions [14]. 

Although machine learning has 
been extensively applied for intrusion 
detection, prior studies have predomi-

nantly emphasized detection accuracy 
under static or single-environment condi-

tions, focusing on false negative reduc-

tion [15], temporal pattern modeling [16], 
ensemble classification [17], context-
aware web attack detection [18], and 

known-attack detection via dataset inte-
gration [19], [20], while adaptive strategy 

optimization via deep reinforcement 
learning [21] remains an isolated excep-
tion.  

The use of supervised learning 
combined with systematic hyperparame-

ter optimization to support adaptive, en-
vironment-aware attack simulation thus 
remains largely unexplored. Here, opti-

mization refers to leveraging model per-
formance outputs, namely classification 

accuracy and misclassification patterns 
across heterogeneous environments, to 
refine attack simulation scenarios for 

greater real-world representativeness. 
This research addresses that gap using 

Random Forest, XGBoost, MLP, and 
Transformer models tuned via Bayesian 
Optimization to inform a conceptual 

framework for adaptive cyber attack sim-
ulation. 

 

 

METHOD 

 

This research followed a sequen-

tial methodological framework compris-
ing literature review, data collection and 
analysis, preprocessing, model imple-

mentation, and evaluation. 
 

Literature Review 

The literature review establishes 
the study's theoretical foundation by ex-

amining recent machine learning ap-
proaches, cyberattack modeling studies, 

and treatment of target environment vari-
ability in reputable, recent publications. 
Based on this review, the study addresses 

three research questions: (RQ1) common 
ML approaches for cyberattack classifi-
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cation, (RQ2) frequently used benchmark 

datasets, and (RQ3) the extent to which 
prior studies consider target environment 
variability. 

 
Data Collection 

The datasets used in this study 
were selected from publicly available and 
widely adopted benchmark sources in 

machine learning–based cybersecurity 
research to enable measurable perfor-

mance evaluation and direct comparison 
with prior work. All datasets were ob-
tained from official repositories and open 

platforms, covering IoT, conventional, 
and mixed network environments. Their 

characteristics are summarized in Table 
1. 

Table 1. Dataset Information 
Dataset Characteristics Environment 

[22] Large-scale IoT 

network traffic with 

modern attacks 

(DoS, DDoS, 

spoofing, botnet) 

Internet of 

Things (IoT) 

[23] IDS traffic data 

with controlled 

attack scenarios 

(brute force, 

DoS/DDoS, web 

attacks) 

Conventional 

networks 

[24] Benchmark IDS 

dataset with flow-

based and packet-

based features 

Conventional 

networks 

[25] Public dataset with 

heterogeneous at-

tack types and 

mixed features 

General / 

mixed envi-

ronment 

 

Data Analysis 

Prior to preprocessing, dataset 

analysis was conducted to identify differ-
ences in scale, feature structure, and 
complexity. The datasets range from ap-

proximately 40,000 to over 3.6 million 
records, with 25 to 80 features. Datasets 

[22], [23], and [24] primarily consist of 
numerical network flow and packet-

based attributes, whereas dataset [25] in-

cludes both numerical and categorical 
features such as attack type, protocol, and 
severity. This heterogeneity strengthens 

robustness evaluation across diverse en-
vironments. 

 
Preprocessing Data 

Preprocessing included missing 

value handling, duplicate removal, nor-
malization, categorical encoding, and 

stratified splitting. 
 
Model Implementation 

Four supervised models were im-
plemented in this study, namely Random 

Forest, XGBoost, Multilayer Perceptron 
(MLP), and Transformer, representing 
both ensemble-based and deep learning 

approaches for cyberattack classification 
under heterogeneous network environ-

ments [15], [16], [17], [19]. Hyperparam-
eter tuning was conducted using Bayesi-
an Optimization with the Optuna frame-

work, employing validation data from the 
training set and F1-score as the objective 

function to address class imbalance. Op-
tuna’s pruning mechanism was applied 
for early stopping to enhance computa-

tional efficiency and reduce overfitting. 
 

Evaluation 

Model performance was evaluated 
using accuracy, precision, recall, F1-

score, Cohen's Kappa, and confusion ma-
trix analysis, since relying on a single 

metric under multi-class, imbalanced data 
may obscure class-level performance, 
agreement consistency, and misclassifi-

cation patterns [26]. 
 

RESULT AND DISCUSSION 

 

Based on the defined research 

questions, relevant studies were identi-
fied and selected using predefined crite-
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ria. The findings from the literature re-

view were subsequently synthesized and 
summarized in Table 2. 

Table 2. Literature Review Result 
Literature Method Key Contribution 

[15] XGB + 

CSO 

Reduced false nega-

tives with optimized 

IDS 

[16] RNN Effective modeling of 

temporal attack pat-

terns 

[17] RF, XGB Ensemble models 

outperform classical 

ML 

[18] Transformer 

+ NLP 

Context-aware web 

attack detection 

[19] ML & DL High accuracy on 

known attacks via 

dataset integration 

[20] DT + FS High accuracy with 

computational effi-

ciency 

[21] DRL 

(DQN) 

Adaptive exploitation 

based on target envi-

ronment 

 
Environmental variability is im-

plicitly reflected through differences in 
network communication patterns, par-
ticularly protocol types and their distribu-

tions across datasets. A summary of da-
taset characteristics and protocol distribu-

tions is presented in Table 3. 
 
Table 3. Summary of Dataset and Proto-

col Distribution 

Dataset Records Features 

[22] 3,653,576 41 

[23] 2,097,150 80 

[24] 2,059,418 50 

[25] 40,000 25 

 
After preprocessing, the label dis-

tribution revealed substantial class im-
balance: flooding-based attacks 
(TCP_FLOOD, UDP_FLOOD, and  

SYN_FLOOD) dominated, while several 
reconnaissance, exploitation, and minori-

ty classes were underrepresented. 
All models were developed and 

evaluated using an identical pipeline, in-

cluding the same datasets, preprocessing, 
feature selection, and data splitting. Fea-

ture selection was performed after data 
partitioning, using training data only to 
avoid information leakage, and applied 

feature importance from tree-based mod-
els to retain relevant attributes such as 

TCP flag indicators, flow and packet sta-
tistics, port and protocol information, 
traffic direction ratios, byte-based attrib-

utes, and time-based metrics. 
The evaluation results for all 

models are presented in Table 4. All met-
rics were computed using the test dataset, 
which was not involved in either the 

training process or hyperparameter opti-
mization.

Table 4. Model Evaluation Metrics 
Model Accuracy Precision Recall F1-score Cohen’s Kappa 

Random Forest 97.63% 97.96% 97.63% 97.78% 96.96% 

XGBoost 97.87% 97.78% 97.87% 97.80% 97.26% 

MLP 96.89% 96.82% 96.89% 96.74% 96.00% 

Transformer 97.52% 97.42% 97.52% 97.44% 96.82% 

 

All models exceeded 96% in F1-
score and Cohen's Kappa, reflecting sta-
ble classification capability, with 

XGBoost leading overall while MLP and 
Transformer remained competitive de-

spite architectural differences. To exam-

ine its classification error patterns in 
greater detail, the confusion matrix of 
XGBoost is presented in Figure 1, illus-

trating its classification behavior across 
attack categories and misclassification 

tendencies. 
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Figure 1. XGBoost Confusion Matrix 

 

The confusion matrix shows that 
majority classes, particularly flooding-
based attacks, were classified with high 

accuracy, while minority and overlapping 
classes exhibited higher misclassification 

due to class imbalance and feature simi-
larity. These results, together with the 
strong and stable performance across all 

models, particularly XGBoost's balance 
of accuracy and stability, support the 

proposed optimization framework, which 
leverages model outputs and misclassifi-
cation patterns to enable adaptive cyber 

attack simulation across heterogeneous 
environments, as illustrated in Figure 2. 

A high-resolution and complete version 
of Figure 2 is available at repository. 

 
Figure 2. Model Selection Flow  

Optimization 
CONCLUSION 

 
This study evaluated machine 

https://github.com/Angello28/PM_Cybersec_2526/blob/main/Optimization%20Flowchart/Optimization%20Flowchart%20Simplify.jpg
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learning and deep learning models for 

cyber attack classification under hetero-
geneous network environments, with all 
models exceeding 96% in F1-score and 

Cohen's Kappa and XGBoost achieving 
the best accuracy-stability balance, 

though minority and overlapping attack 
classes showed greater misclassification 
due to class imbalance. These error pat-

terns inform the proposed optimization 
framework, which assigns each model a 

functional role, baseline detection, mi-
nority-class anomaly reinforcement, or 
volumetric attack specialization, and 

drives environment-aware model selec-
tion during simulated traffic evaluation, 

with confusable attacks cross-checked 
via confidence-weighted voting and peri-
odically re-evaluated to adjust model se-

lection priority.  
The framework thus shifts attack 

simulation from static, single-model clas-
sification toward a role-based, error-
aware process adapted to observed mis-

classification tendencies. Future research 
may extend these models into an interac-

tive cyber defense training simulation, 
using the best-performing models as an 
attack behavior engine to generate adap-

tive attack patterns based on network en-
vironment characteristics such as proto-

col type, traffic intensity, and operational 
context, supporting game-based training 
in which users assume a defensive role 

against dynamic, realistic scenarios 
whose difficulty and variation can be 

adaptively adjusted using model outputs 
and misclassification patterns without 
retraining. 
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