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Abstract: In the era of sensitive health data and frequent cyberattacks, securing electronic med-
ical records (EMR) has become a critical challenge. This study proposes a hybrid encryption
framework combining Affine and AES algorithms with an Al-based key management module to
enhance EMR security while maintaining efficiency. A dataset of 1,000 simulated records was
evaluated using five cryptographic configurations: Affine-only, AES-only, RSA-only, Affine—
AES, and Affine—AES with Al. Performance was measured through encryption/decryption la-
tency and ciphertext size, while security was assessed under brute-force, SQL injection, and
phishing simulations. The Al decision tree for key generation was evaluated using accuracy,
precision, recall, F1-score, and entropy metrics. Results show that the Al-enhanced hybrid
method eliminates brute-force success, introduces only minor latency overhead, and generates
high-entropy keys with reliability above 98%. These findings indicate that integrating Al-based
dynamic key regeneration into hybrid encryption can improve EMR security while remaining
practical for clinical and cloud-based healthcare systems. Future work should involve real clini-
cal datasets and explore post-quantum cryptographic extensions.

Keywords: Al key management; attack resistance; encryption performance; electronic medical
records; hybrid encryption

Abstrak: Di era meningkatnya sensitivitas data kesehatan dan maraknya serangan siber, perlin-
dungan Rekam Medis Elektronik (RME) menjadi tantangan penting. Penelitian ini mengusulkan
kerangka enkripsi hibrida yang menggabungkan algoritma Affine dan AES dengan modul ma-
najemen kunci berbasis Al untuk meningkatkan keamanan RME tanpa mengorbankan efisiensi.
Dataset simulasi berisi 1.000 entri diuji menggunakan lima konfigurasi kriptografi: Affine-only,
AES-only, RSA-only, Affine—AES, serta Affine—~AES dengan Al. Performa diukur melalui
latensi enkripsi/dekripsi dan ukuran ciphertext, sedangkan keamanan dievaluasi melalui simu-
lasi serangan brute force, SQL injection, dan phishing. Model decision tree untuk manajemen
kunci dinilai menggunakan metrik akurasi, presisi, recall, F1-score, dan entropi. Hasil menun-
jukkan bahwa metode hibrida dengan Al menghilangkan keberhasilan brute force, menambah
overhead latensi yang minimal, serta menghasilkan kunci berentropi tinggi dengan reliabilitas di
atas 98%. Temuan ini menunjukkan bahwa regenerasi kunci dinamis berbasis Al dalam skema
enkripsi hibrida dapat meningkatkan keamanan RME sekaligus tetap praktis untuk sistem klinis
dan layanan kesehatan berbasis cloud. Penelitian selanjutnya disarankan menggunakan dataset
Klinis nyata dan mengeksplorasi kriptografi pascakuantum.

Kata kunci: enkripsi hibrida; ketahanan serangan; kinerja enkripsi; manajemen kunci berbasis
Al; rekam medis elektronik
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INTRODUCTION

Electronic Medical Records
(EMRs) and Electronic Health Records
(ys) are integral to modern healthcare de-
livery, improving documentation quality,
data accessibility, and care coordination
across facilities [1], [2]. However, persis-
tent challenges remain, including privacy
concerns, interoperability limitations, and
workflow disruptions, particularly in re-
source-constrained and specialized
healthcare environments [3], [4].

As healthcare systems become in-
creasingly digital and distributed, includ-
ing loMT-enabled ecosystems, the attack
surface expands significantly. These sys-
tems face threats such as unauthorized
access, ransomware, phishing campaigns,
privacy Dbreaches, and operational fail-
ures, intensifying the need for robust pro-
tection of sensitive medical data [5], [6].
To address these risks, recent approaches
combine advanced cryptographic mecha-
nisms—such as homomorphic encryp-
tion, attribute-based access control, and
secure  data-flow  authentication—uwith
distributed  technologies like blockchain
for immutable auditing and consent man-
agement, aiming to maintain confidenti-
ality, integrity, and controlled access
while preserving operational practicality
[7], [8]

Widely used algorithms such as
AES and RSA provide strong security
but may introduce computational over-
head in constrained environments, while
lightweight ciphers such as Affine offer
efficiency with weaker resistance to
brute-force or injection attacks [9], [10].
Recent studies therefore explore opti-
mized  cryptographic  primitives  and
learning-assisted mechanisms to balance
security and performance in loT and edge
environments [9], [10], [11].

Despite these advances, methodo-
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logical limitations persist in the literature.
Many studies rely on simulated datasets
without transparent utility-privacy analy-
sis, omit key technical parameters, or
lack standardized benchmarks for evalu-
ating healthcare security and Al-based
decision systems, complicating the re-
producibility and generalization of results
to real EMR environments [12], [13].
Consequently, empirical studies that re-
port both performance and attack re-
sistance under reproducible experimental
setups remain necessary.

While previous work has investi-
gated EMR protection using RSA, AES,
or hybrid encryption approaches, most
studies focus primarily on either algo-
rithmic strength or computational effi-
ciency. The integration of hybrid encryp-
tion with Al-driven key management—
particularly to balance attack resistance
with  low-latency  requirements  in
healthcare  systems—remains  relatively
underexplored. Addressing this gap, this
study proposes and evaluates a hybrid
Affine—AES framework enhanced with
Al-based key regeneration to assess its
feasibility for securing EMR systems.

This study therefore aims to de-
sign and evaluate an EMR security
framework integrating the Affine cipher,
AES, and Al-based key management.
The framework is assessed through en-
cryption—decryption  performance,  re-
sistance to brute-force and injection-style
attacks, and the effectiveness of Al-
generated keys measured through accura-
cy, entropy, and time-cost metrics. Build-
ing on advances in neural cryptosystems,
decentralized key storage, and trusted key
servers, the proposed approach seeks to
combine strong security with operational
efficiency suitable for clinical environ-
ments [14], [15], [16], [9].
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METHOD

Dataset

This study used a simulated da-
taset of 1,000 EMR entries designed to
approximate  realistic  clinical  record
structures  while  excluding identifiable
patient information. Each record contains
non-sensitive attributes (e.g., patient 1D
and demographic data) and sensitive clin-
ical attributes (e.g., diagnoses, medica-
tion history, and laboratory results). Dis-
ease and medication distributions follow
publicly available epidemiological statis-
tics (e.g., WHO/CDC).

The dataset size was chosen to
balance statistical reliability and compu-
tational feasibility for repeated encryp-
tion—decryption experiments across mul-
tiple algorithms. Each experiment was
repeated 30 times per method, and results
are reported as mean * standard deviation
(SD) to represent central tendency and
variability.

The mean and standard deviation
were calculated using the following ex-
pressions:

where x; denotes an observed measure-
ment (e.g., encryption time) and n r epre-
sents the number of repetitions.

Experimental Environment

Experiments were executed on a
workstation with Intel Core i7 3.2 GHz
CPU, 16 GB RAM, and Ubuntu 22.04
LTS. Implementations used Python 3.11
with  PyCryptodome for cryptographic
operations, Scikit-learn for Al modeling,
and Pandas/Matplotlib for analysis and
plotting. Fixed random seeds and con-
sistent runtime conditions were applied to
support reproducibility.
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Hybrid Cryptographic System Design

The proposed encryption frame-
work combines a lightweight Affine ci-
pher with the Advanced Encryption
Standard (AES) to form a layered hybrid
cryptographic scheme. The Affine cipher
is applied as an initial low-cost transfor-
mation to obfuscate plaintext, while AES
performs the core encryption due to its
well-established security and internation-
al standardization [17]. This layered de-
sign ensures that even if the preliminary
transformation is compromised, AES
continues to provide strong protection.

For comparison, the RSA algo-
rithm was also implemented, as it is still
used in certain legacy healthcare infra-
structures despite its relatively high com-
putational cost [18].

To strengthen key management,
the framework integrates an Al-based
decision tree model that generates high-
entropy cryptographic keys and automat-
ically regenerates them every 24 hours.
This mechanism reduces the likelihood of
key compromise and improves system
resilience. The model choice follows es-
tablished decision tree learning princi-
ples, which offer interpretable and com-
putationally efficient solutions compared
with more resource-intensive approaches
such as deep neural networks [19].

Performance Testing Procedure

To evaluate system performance,
five encryption configurations were test-
ed: Affine-only, AES-only, RSA-only,
Affine—AES, and Affine-AES with Al-
based key management. Each method
was applied to the same dataset of 1,000
EMR records, and experiments were re-
peated 30 times per configuration to re-
duce random variation. Results are re-
ported in the Results and Discussion sec-
tion using the statistical measures defined
previously.
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Performance was assessed using
three metrics: encryption time (ms), de-
cryption time (ms), and ciphertext size
ratio relative to plaintext. Encryption and
decryption time measure the computa-
tional overhead and practical usability of
each method, while the ciphertext ratio
reflects storage and transmission effi-
ciency.

This evaluation design enables di-
rect comparison across methods and
highlights the trade-offs between compu-
tational performance and security im-
provements introduced by the proposed
hybrid approach with Al-based key man-
agement

Attack Simulation and Resistance
Testing

To assess security robustness, the
proposed framework was evaluated
against three common attack categories:
brute force attacks at the cryptographic
level, SQL injection targeting the appli-
cation layer, and phishing injection rep-
resenting user-level social engineering
threats.

The brute force scenario was sim-
ulated using 10° iterations to approximate
realistic computational constraints, while
SQL and phishing injections employed
standardized payloads commonly used in
penetration testing. These attack types
were selected because they represent
computational-, application-, and user-
level wulnerabilities, enabling a broader
evaluation than purely cryptographic test-
ing [20].

For each encryption configura-
tion, 50 independent attack trials were
conducted. Results are reported in the
Results and Discussion section as mean *
standard deviation (SD) using attack suc-
cess rate as the primary evaluation met-
ric. This design enables assessment of
both cryptographic resilience and system-
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level protection, particularly the contribu-
tion of Al-driven key regeneration to
long-term resistance.

Al-Based Key Management Implemen-
tation

To support dynamic key genera-
tion, an Al-based decision tree model
was implemented due to its interpretabil-
ity, low computational cost, and suitabil-
ity for lightweight security applications
[19].

A total of 1,000 randomly gener-
ated key samples were used for training
and validation. The model was config-
ured with a maximum depth of 10 and
evaluated using 5-fold cross-validation to
balance complexity and generalization.

Performance was assessed using
standard classification metrics (accuracy,
precision, recall, and F1-score) together
with  Shannon entropy to measure key
randomness. Results are reported in the
Results and Discussion section as mean +
standard deviation (SD) across 30 runs,
demonstrating the model’s ability to gen-
erate high-entropy keys and improve re-
sistance to brute-force and replay-type
attacks.

RESULT AND DISCUSSION

Encryption and Decryption Perfor-
mance

Performance evaluation covered
five methods (Affine-only, AES-only,
RSA-only, Affine—AES, and Affine—AES
+ Al). As summarized in Table 1, Affine-
only achieves the lowest latency but of-
fers limited protection, while AES-only
and RSA-only strengthen security at the
cost of higher runtime. The hybrid Af-
fine—AES configuration provides a bal-
anced trade-off between performance and
security.
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Table 1. Encryption—decryption performance (mean = SD, n = 30)

Method Enc (ms) Dec (ms) Ciphertext (%)
Affine 40 £ 2 3512 100 %
AES 4208 4109 130 %
RSA 680+ 11 66010 145 %
Affine-AES 2306 2206 125 %
Affine-AES + Al 2507 240 £ 7 125 %

The comparative distribution of
encryption times is illustrated in Figure 1,
showing that the addition of Al-based
key management introduces only minor
overhead  while  improving  resilience
through periodic key regeneration.
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Figure 1. Encryption time across methods
(mean = SD, n = 30).

Affine-only exhibits the lowest Ila-
tency but provides limited protection in
adversarial settings, whereas AES-only
and RSA-only strengthen security at the
cost of higher runtime. The hybrid Af-
fine—AES approach narrows this gap by
retaining much of AES’s protection while

through periodic key regeneration, mak-
ing the configuration suitable for EMR
systems that require both low latency and
strong confidentiality.

Resistance to Attacks

Security was evaluated using
simulated brute force, SQL injection, and
phishing injection. As reported in Table
2, Affine-only is highly wulnerable, par-
ticularly to brute force, whereas AES-
only and RSA-only exhibit low success
rates across attacks. The hybrid Affine—
AES configuration performs comparably
to AES-only and RSA-only, and the Al-

enabled variant eliminates brute-force
success by enforcing periodic key regen-
eration, while maintaining comparable

resistance to injection-based attacks.
Figure 2 shows the comparative
attack success rates across methods. Af-
fine-only  exhibits major  weaknesses,
reaching 78% under brute force and over
one-third under injection attacks, whereas
AES-only and RSA-only maintain very

achieving  substantially ~ better runtime  low success rates (<2% brute force and
than RSA. Integrating Al-based key <10% injection).
management  introduces only  modest
overhead  while  improving resilience
Table 2. Attack Success Rates (mean = SD, %, n = 50)
Method Brute Force SQL Inj.  Phishing
Affine 782 35+3 40+ 4
AES 2+1 5+1 812
RSA 1+1 4+1 71
Affine-AES 3x1 61 9+2
Affine-AES + Al 0+0 5+1 7+1
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Figure 2. Simulated attack success rates
by method (mean + SD, n = 50).
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Al-Based Key Management Evaluation

The performance of the Al-based
decision tree for cryptographic key man-
agement was evaluated using accuracy,
precision, recall, F1-score, and Shannon
entropy. Results were obtained from 30
independent runs under a 5-fold cross-
validation scheme to ensure stability and
reliability.

Table 3. Al key management evaluation
(mean £ SD, n = 30)

Metric Value
Accuracy 98.7% + 0.4
Precision 98.9% + 0.3

Recall 98.5% + 0.5
F1-Score 98.7% + 0.4

Key Entropy 7.8/8+0.1

The prediction distribution is il
lustrated in Figure 3, which shows the
confusion matrix of the decision tree
model. The near-diagonal pattern indi-
cates minimal misclassification and con-
firms the consistency of the reported met-
rics.

Overall, the results demonstrate
that the decision tree produces highly re-
liable predictions (>98% across metrics)
while generating keys with entropy close
to the theoretical maximum. This indi-
cates that the Al module can generate
statistically ~ robust and  unpredictable
keys, supporting automated key rotation
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and improving resistance to brute-force
and replay attacks in EMR security envi-

ronments.
493
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Figure 3. Confusion matrix of the Al de-
cision tree model for key generation.
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Ovwerall, the results show that the
hybrid Affine—AES design maintains op-
erational  efficiency while  providing
strong protection through AES. Integrat-
ing Al-based key regeneration improves
long-term resistance to brute force with
minimal overhead, offering a practical
security  configuration  for  latency-
sensitive EMR systems.

CONCLUSION

This study proposed and evaluat-
ed an Al-driven hybrid encryption
framework for securing electronic medi-
cal records by combining Affine prepro-
cessing, AES core encryption, and deci-
sion-tree-based key management with
periodic key regeneration. The results
indicate that the hybrid design provides a
practical balance between operational
efficiency and robust protection, while
automated key rotation strengthens long-
term resilience against brute-force expo-
sure without imposing excessive over-
head. Scientifically, the work advances
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EMR security by demonstrating an inte-
grated, system-level approach that cou-
ples hybrid cryptography with adaptive
key management, bridging performance
constraints and evolving threat condi-
tions. The proposed framework is appli-
cable to clinical and cloud-based EMR
environments that require both low laten-
cy and strong confidentiality; future work
should validate the approach on real clin-
ical datasets and extend comparisons to
next-generation schemes such as post-
quantum and privacy-preserving encryp-
tion.
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