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Abstract: The advancement of network security faces growing challenges as cyberattacks be-
come more sophisticated. Traditional rule-based systems struggle with zero-day attacks and ob-
fuscation techniques. This study examines the development trends of AI-based algo-rithms, par-
ticularly machine learning and deep learning, in threat detection. A literature review evaluates 
AI-driven approaches, including support vector machines, random for-est, deep neural net-
works, convolutional neural networks, and reinforcement learning. Findings show that AI en-
hances detection accuracy, adaptability, and reduces false posi-tives. Machine learning efficient-
ly classifies known attacks, while deep learning excels in identifying complex patterns such as 
distributed denial-of-service and advanced persis-tent threats. Unsupervised learning improves 
anomaly detection without labeled data. However, AI models require high-quality data, substan-
tial computational resources, and remain vulnerable to adversarial attacks. Despite these chal-
lenges, AI provides a dynam-ic and adaptive security solution, surpassing traditional systems. 
Future research should enhance AI scalability and resilience for evolving cybersecurity threats. 

 
Keywords : anomaly detection; artificial intelligence; deep learning; machine learning;  
                    network security 

 
Abstrak: Perkembangan keamanan jaringan menghadapi tantangan yang semakin besar seiring 
meningkatnya kompleksitas serangan siber. Sistem berbasis aturan tradisional kesulitan 
mendeteksi zero-day attack dan teknik penyamaran. Penelitian ini mengkaji tren pengembangan 
algoritma berbasis AI, khususnya machine learning dan deep learning, dalam deteksi ancaman. 
Literature review mengevaluasi pendekatan berbasis AI, termasuk support vector machines, 
random forest, deep neural networks, convolutional neural networks, dan reinforcement learn-
ing. Hasil penelitian menunjukkan bahwa AI meningkatkan akurasi deteksi, adaptabilitas ter-
hadap ancaman baru, serta mengurangi false positive. Machine learning efektif mengklasifikasi-
kan serangan yang telah diketahui, sementara deep learning unggul dalam mengenali pola kom-
pleks seperti distributed denial-of-service dan advanced persistent threats. Unsupervised learn-
ing meningkatkan deteksi anomali tanpa memerlukan data berlabel. Namun, AI masih bergan-
tung pada data berkualitas tinggi, sumber daya komputasi besar, dan rentan terhadap adversarial 
attack. Meskipun demikian, AI menawarkan solusi keamanan yang lebih dinamis dan adaptif 
dibandingkan sistem tradisional. Penelitian selanjutnya perlu difokuskan pada peningkatan 
skalabilitas dan ketahanan AI dalam menghadapi ancaman siber yang terus berkembang. 

 
Kata kunci: deteksi anomali; jaringan keamanan; kecerdasan buatan; pembelajaran  
                      dalam; pembelajaran mesin 
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INTRODUCTION 

 

The rapid advancement of infor-
mation and communication technology 

has significantly impacted network secu-
rity, making cyber threats such as mal-

ware, ransomware, and distributed deni-
al-of-service attacks increasingly sophis-
ticated and harder to detect [1]. Tradi-

tional security mechanisms, including 
firewalls, intrusion detection systems, 

and intrusion prevention systems, rely on 
rule-based approaches that struggle to 
identify zero-day attacks and evolving 

threats [2]. Therefore, more adaptive se-
curity strategies are essential to effective-

ly counter emerging cyber risks. 
Recent advancements in artificial 

intelligence (AI) have significantly en-

hanced threat detection and response ef-
ficiency. Machine learning and deep 

learning enable security systems to ana-
lyze network traffic, detect anomalies, 
and identify unknown attacks [3]. These 

technologies are widely applied in intru-
sion detection systems, cyberattack pre-

vention, and proactive risk mitigation. 
Network intrusion detection plays a 
crucial role in cybersecurity defense by 

identifying and preventing malicious 
activities in computer networks. As cyber 

threats grow in complexity and variety, 
traditional rule-based methods struggle to 
recognize new attack strategies. Machine 

learning (ML) and deep learning (DL) 
models, capable of processing large 

volumes of network traffic data, can 
autonomously detect patterns and 
irregularities. This has led to a growing 

interest in applying these advanced 
models for more effective network 

intrusion detection. [4]. 
Several studies have explored AI-

based approaches to strengthen network 

security. Research by Kamenova et al. 
[5] demonstrated that support vector ma-

chines improve anomaly detection accu-

racy, although parameter optimization 
remains a challenge. Similarly, deep 
learning models have shown superior 

performance in detecting zero-day attacks 
compared to rule-based methods, yet they 

require extensive datasets and often ex-
hibit high false positive rates [6]. 

An LSTM network is added after 

the encoder to memorize feature repre-
sentations of normal data [7]. Additional-

ly, deep reinforcement learning has 
demonstrated potential in adaptive secu-
rity frameworks, allowing dynamic threat 

mitigation, though reward function opti-
mization remains a challenge. The 

researchers begin by presenting the 
fundamental concepts and frameworks of 
Domain Adaptation (DA) in 

Reinforcement Learning (RL), followed 
by a review of the current DA methods 

applied within RL. Their main objective 
was to address the gap in existing 
literature regarding DA in RL. To 

accomplish this, they conducted a 
comprehensive evaluation of state-of-the-

art DA techniques. Their goal was to 
provide valuable insights into DA in RL 
and contribute to advancing knowledge 

in this field.  [8]. 
Despite these advancements, AI-

based security systems still face limita-
tions, including high computational de-
mands, false positive rates, and model 

interpretability issues [9]. To address the-
se challenges, this study provides a com-

prehensive review of AI-driven network 
security algorithms. By analyzing intru-
sion detection techniques, attack preven-

tion strategies, and adaptive risk mitiga-
tion approaches, this research aims to 

contribute insights toward the develop-
ment of more efficient and scalable cy-
bersecurity frameworks. By examining 

extensive datasets from network activity, 
user behavior, and past incidents, 
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organizations can recognize patterns and 

irregularities that indicate possible risks. 
[10]. 

 

 

METHOD 

 

This study employs a systematic 
literature review (SLR) and comparative 

analysis to examine AI-based network 
security algorithms. Software-Defined 

Networking (SDN) offers an innovative 
network architecture by combining cen-
tralized control with the flexibility of 

network programming [11]. Creating a 
document from a voice recording is no 

longer a difficult task. It can be easily 
and quickly accomplished using a 
program called Voice Recognition [12]. 

New methods for evaluating software 
architecture reliability, deploying ERP 

systems, and developing information 
systems for analyzing viral infection data  
[13].  

Findings are categorized into three 
key areas: (1) emerging trends in AI-

driven network security, (2) comparative 
performance analysis of AI-based algo-
rithms, and (3) implementation challeng-

es, such as model interpretability, compu-
tational demands, and adversarial attack 

risks. This approach provides a structured 
understanding of AI’s impact on network 
security while identifying research gaps 

and future directions. 
 

 
RESULT AND DISCUSSION 

 

The application of artificial intelli-
gence in network security has advanced 

significantly, enabling more adaptive 

threat detection mechanisms. An Intru-
sion Detection System (IDS) helps pro-
tect the network by analyzing incoming 

traffic to detect and prevent unauthorized 
access, ensuring the network's confiden-

tiality, integrity, and availability [14]. 
Among traditional machine learn-

ing methods, support vector machines 

and random forest have demonstrated 
high classification accuracy in detecting 

cyber threats. Support vector machines 
effectively identify anomalies in network 
behavior, while random forest is robust in 

malware classification. Meanwhile, deep 
learning models, such as deep neural 

networks and convolutional neural net-
works, have further improved intrusion 
detection accuracy by recognizing com-

plex patterns, including encrypted mal-
ware traffic  [15]. 

models such as deep neural net-
works and convolutional neural networks 
achieve 97% accuracy, but require sub-

stantial computational resources. Auto-
encoders are effective for detecting zero-

day attacks without labeled data but have 
high false positive rates. Meanwhile, re-
current neural networks, particularly long 

short-term memory models, are effective 
in real-time DDoS detection but face 

challenges due to high processing de-
mands. Deep reinforcement learning 
shows adaptability in optimizing network 

security strategies, but requires extensive 
reward function tuning for effective de-

ployment [16]. 
 

 

 

 
 
 

 
Table 1. Comparative Analysis of AI Techniques for Cybersecurity Threat Detection 
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No AI Technique 
Accuracy 

(%) 
False Positive 

Rate (%) 
Advantages Limitations 

1 
Support Vector 
Machines (SVM) 

95 12 
High classification 
accuracy, good for 
anomaly detection 

Computationally expen-
sive, sensitive to param-
eter tuning 

2 Random Forest 92 10 
Robust to noise, effec-
tive in malware classi-
fication 

Requires large dataset 
for training, can be slow 

3 
Deep Neural 
Networks (DNN) 

97 15 
Handles complex pat-
terns, highly accurate 

High computational 
cost, requires vast train-
ing data 

4 
Convolutional 
Neural Networks 
(CNN) 

97 9 
Good for network traf-
fic analysis, automated 
feature extraction 

Needs large labeled da-
taset, challenging to de-
ploy in real-time 

5 Autoencoders 94 20 
Detects zero-day at-
tacks, no need for la-
beled data 

High false positive rate, 
difficult to fine-tune 

6 
Recurrent Neural 
Networks (RNN) 
- LSTM 

88 13 
Effective for real-time 
DDoS detection, long-
term pattern analysis 

Requires large training 
dataset, long processing 
time 

7 
Deep Reinforce-
ment Learning 
(DRL) 

90 14 
Adaptive, continuously 
improves detection 
strategies 

Computationally expen-
sive, difficult reward 
function optimization 

 
The application of AI in detecting 

malware and DDoS attacks has signifi-
cantly improved cybersecurity. Machine 

learning techniques, particularly cluster-
ing methods, have proven effective in 
detecting network anomalies. Deep learn-

ing models, such as autoencoders, 
achieve 94% precision in malware detec-

tion by learning normal network behavior 
and identifying deviations that signal po-
tential threats [17]. 

For real-time DDoS detection, re-
current neural networks and long short-

term memory models effectively analyze 
evolving traffic patterns. With the rise of 
internet-connected devices now reaching 

into the tens of billions. Cybercriminals 
are increasingly leveraging Distributed 

Denial-of-Service (DDoS) attacks to  
 
compromise systems. This project seeks 

to develop a cutting-edge intrusion 

detection system utilizing deep learning, 
specifically designed for the Internet of 

Things (IoT), as traditional machine 
learning methods fall short in identifying 

these threats in real-world scenarios. The 
proposed approach effectively aims to 
detect and neutralize DDoS attacks 

within the unique environment of 
connected devices. [18]. 

Deep learning also plays a key role 
in network traffic analysis. Convolutional 
neural networks efficiently classify net-

work traffic and detect anomalies by pro-
cessing large datasets and automatically 

extracting key features. Their effective-
ness in detecting encrypted traffic 
anomalies has been well-documented 

[19]. Additionally, deep reinforcement 
learning adapts security measures based 

on evolving threats, but requires signifi-
cant computational power and reward 
function optimization to ensure efficien-

cy. Our attention is directed towards the 



JURTEKSI (Jurnal Teknologi dan Sistem Informasi)  ISSN 2407-1811 (Print) 
Vol. XI No 2, Maret 2025, hlm. 329 – 336   ISSN 2550-0201  (Online) 
DOI:  http://dx.doi.org/10.33330/jurteksi.v11i2.3699 
Available online at http://jurnal.stmikroyal.ac.id/index.php/jurteksi 

 

333 
 

 
 

shortcomings of conventional reward 

functions, which frequently struggle to 
address complex tasks in continuous state 
spaces. To overcome these challenges, 

we suggest incorporating active 
preference learning to create reward 

functions that align with human 
preferences. This method capitalizes on 
an individual’s subjective preferences to 

direct the learning process of the agent, 
allowing for the development of reward 

functions that better reflect human 
desires. By using mutual information, we 
generate informative queries and utilize 

the insights gained to balance the agent’s 
uncertainty with the human’s ability to 

respond, prompting the agent to ask clear 
and insightful questions.   [20]. 

Beyond traditional network securi-

ty, AI enhances security in cloud envi-
ronments and Internet of Things (IoT) 

systems. In cloud security, AI-driven 
monitoring tools reduce response time by 
nearly 50% compared to conventional 

methods. In IoT security, machine learn-
ing models analyze device behavior and 

network traffic to detect malicious activi-
ty. Advancements in artificial intelli-
gence, mobile communication, and sen-

sor technologies have expanded vehicle 
design requirements beyond just driving 

functionality [21]. 
Despite AI-driven advancements in 

cybersecurity, several challenges remain. 

artificial neural networks (ANN), ma-
chine learning (ML), deep learning (DL), 

and ensemble learning (EL)—allow algo-
rithms to autonomously analyze data and 
make predictions or decisions without 

requiring explicit programming [22].  
Another issue is the high false posi-

tive rate, particularly in anomaly detec-
tion systems, where rates often exceed 
15%, leading to excessive security alerts 

and operational disruptions. Identifying 
and addressing faults early is essential for 

the optimal performance of these systems 

and for reaching the low temperature 
goals set for 4th generation district heat-
ing networks. Particularly, techniques for 

detecting faults and anomalies in district 
heating substations are gaining signifi-

cant attention [23]. Additionally, AI 
models are vulnerable to adversarial at-
tacks, where manipulated input data de-

ceives detection systems, potentially re-
ducing accuracy by up to 30%. Ongoing 

research in adversarial machine learning 
focuses on developing robust AI models 
through adversarial training and im-

proved model resilience. 
 

 
CONCLUSION 

 

This study confirms that artificial 
intelligence (AI), particularly machine 

learning and deep learning, enhances 
network security by improving threat de-
tection. Algorithms such as support vec-

tor machines, random forest, convolu-
tional neural networks, and deep neural 

networks outperform traditional rule-
based methods in detecting distributed 
denial-of-service attacks, malware, and 

network intrusions. Despite their effec-
tiveness, AI models face challenges such 

as high computational demands, reliance 
on large labeled datasets, and false posi-
tive rates. Unsupervised learning tech-

niques like autoencoders and isolation 
forest detect unknown threats without 

labeled data but often generate high false 
positives. Similarly, deep reinforcement 
learning improves adaptive security re-

sponses but requires complex reward 
function tuning.  

AI remains a promising solution for 
cybersecurity, but further research is 
needed to improve efficiency, reduce 

false positives, and enhance scalability. 
The development of explainable AI and 
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real-time threat detection will be key to 

integrating AI more effectively into net-
work security systems 
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